
SPOTLIGHT ON
IDENTITY PROTECTION
October is National Cyber Security Awareness Month, and with the recent security breach at 
Equifax, we at Legal Resources wanted to do a Special Edition of LegalWise to include some 
information on how to protect yourself and your family. You can get more information and tools 
to help from Homeland Security and the National Cyber Security Alliance.

Download Homeland Security’s 
Stop.Think.Connect toolkit¹ or get 

more information on cyber 
security at the National Cyber 
Security Alliance’s website².

¹https://www.dhs.gov/stopthinkcon-
nect-toolkit

²https://staysafeonline.org/ncsam/

Medical Identity Fraud – 
A Risk to Your Health and Wealth
By now, we are all aware that our financial information is a target for identity thieves. But did you 
know that your medical history and insurance profile are also at risk? Medical identity theft is 
on the rise and it can not only have crippling effects on your finances but can seriously put your 
health in jeopardy. 

The Medical Identity Fraud Alliance, a group of concerned corporate and non-profit partners,  
speculate that over 2 million Americans were put at risk of medical identity theft in 2014, a figure 
that leaped 22% from previous research. This doesn’t even take into account the nearly 80 million 
individuals affected by the Anthem data breach in 2015 - the country’s largest healthcare breach.

Here are a few things you can do to minimize your risk of medical identity fraud:

• Carefully read all correspondence from your medical provider and Health Insurance Company. 
Treat each line item like you might for a bank statement and ensure that each charge or claim 
is valid.

• Safeguard your social security number and healthcare data. Make sure that when you provide 
it, it’s absolutely necessary. It’s always okay to ask. 

• Avoid putting medical procedures and hospital stays on social media. You never know who’s 
looking and this piece of data could be the last one that the thief needs to commit their crime.

STARTLING

STATS

17.6 MILLION
PEOPLE IN THE US 
EXPERIENCE SOME 
FORM OF IDENTITY 
THEFT EACH YEAR

15.4 BILLION
TOTAL AMOUNT OF
VICTIMS OF 
IDENTITY THEFT 
LOST IN 2014

With the recent Equifax credit bureau breach, here are some ways to minimize 
the risks from data breaches:

Members can visit the 
following website to 

confirm if their information 
has been compromised:

https://www.equifaxsecu-
rity2017.com/potential-im-

pact/

We recommend placing a 
90 day fraud alert on your 

credit by calling 1-800-680-
7289. This will force all 

creditors to call you before 
opening a credit account.

Consider placing a credit 
freeze on all three credit 
bureaus. Cost is typically 

$10 per bureau as a 
one-time fee. You must go 

to each bureau (TransUnion, 
Experian, and Equifax) to put 

this in place.




